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The “Smart Predict-then-Optimize” (SPO) framework has gained attention for its ability to integrate pre-
diction and optimization in decision-making tasks. In this paper, we propose two novel gradient descent
algorithms that incorporate the exponential mechanism and Gaussian mechanism within the SPO frame-
work, aiming to strike a balance between data privacy and optimization performance. We provide a rigorous
performance analysis of the algorithms, demonstrating their ability to preserve privacy without significantly
affecting convergence rates. Moreover, we establish that under specific conditions, these algorithms achieve
provably near-optimal accuracy in terms of the expected SPO loss. Experimental results further support
our theoretical insights, highlighting the algorithms’ robust performance in both private and non-private

settings.
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1. Introduction

In the era of big data and advanced machine learning, optimizing models and ensuring data
privacy has become a top priority for businesses in the fields of healthcare (Dankar and El Emam
2013), finance (Li et al. 2019), and e-commerce (Reddy et al. 2023). Traditional gradient descent
techniques for tuning the machine learning model parameters frequently face major difficulties in
balancing sensitive data protection and optimization performance.

Differential privacy (Dwork 2006) has emerged as a robust framework for protecting individual
data points during a machine learning process. By incorporating controlled noise into the machine
learning procedure, differential privacy ensures that any data point’s inclusion or exclusion has
no significant impact on the learning outcome, protecting privacy without drastically reducing the
model’s performance.

Concurrently, decision-oriented learning has gained attention with specialized loss functions like
the Smart Predict-then-Optimize (SPO) loss and its more practical version the SPO+ loss (Elmach-

toub and Grigas 2022). These loss functions are designed to directly leverage the optimization
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problem structure, measuring the decision error induced by certain predictions. SPO+ loss, in par-
ticular, offers tractable computational properties and near-optimal theoretical guarantees, making
it a preferred choice in scenarios where prediction accuracy directly impacts optimization outcomes.

Despite significant advancements, existing data analytics approaches often struggle with the
balance between maintaining strong privacy guarantees and achieving high optimization perfor-
mance, especially when leveraging sophisticated loss functions like SPO+. Moreover, the extension
of privacy-preserving techniques to generalized loss functions remains underexplored, limiting their
applicability in broader optimization contexts.

In this paper, we address these challenges by proposing two novel gradient descent algorithms
that ensure differential privacy in optimizing the SPO+ loss function. Our approach protects sensi-
tive data while maintaining near-optimal convergence rates. We conduct a theoretical performance
analysis of the proposed algorithms, demonstrating their efficacy in preserving privacy without
substantial degradation in optimization performance. Furthermore, we extend our methodology to
accommodate the nonconvex and thus more intractable SPO loss function under specific conditions,
thereby broadening the algorithm’s applicability across various optimization scenarios.

Private SPO optimizes decisions based on predicted outcomes while preserving data privacy, and
addresses more complex decision-making problems typically applied in highly uncertain scenarios.
On the contrary, Private convex optimization directly solves convex optimization problems with
privacy constraints, focusing on the optimization of certain fully fixed objectives without integrating
the prediction procedure with the decision-making process. As a result, the private SPO method
can generate more reliable decisions in uncertain environments compared to the naive “first predict,
and then optimize” method via the private convex optimization.

Our key contributions are summarized as follows:

1. We introduce two novel perturbed first-order methods and a smoothing scheme that integrates
differential privacy with the SPO+ loss function. To the best of our knowledge, these are the first
proposed algorithms for smart predict-then-optimize with provable privacy guarantees.

2. We prove that the proposed two algorithms both achieve O (\/54— h(e, 5)%) SPO+ loss, and
provide a matching lower bound (the function h(-) will be specified later).

3. We show the convergence analysis of the algorithms can also hold for the nonconvex SPO loss

under certain conditions.

1.1. Related Literature
The smart “Predict-then-Optimize” framework was a recently proposed efficient approach for
balancing the estimation error and optimization error in a general decision-making process (Elmach-

toub and Grigas 2022, Bertsimas and Kallus 2020). There has been an enormous number of papers
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to apply the SPO framework under different contexts, e.g., combinatorial optimization (Mandi
et al. 2020), inventory management (Qi et al. 2023), vehicle routing (Soeffker et al. 2022), and
maritime transportation Tian et al. (2023).

Differential privacy (DP) has been one of the most powerful concepts in terms of data privacy
in machine learning. Since the inaugural works (Dwork 2006, Dwork et al. 2006), there have been
numerous works that have further contributed to the theoretical development of DP, including
performing mechanism designs to ensure DP (McSherry and Talwar 2007), the k-fold composition
rule of DP (Dwork et al. 2010), the statistical framework of DP (Wasserman and Zhou 2010), private
optimization algorithm design (Bassily et al. 2014), optimal rates for private convex optimization
(Bassily et al. 2019).

Since the primary objective of this work is to introduce a novel framework for private SPO, our
work can also be seen as a generalization from the more well-studied private convex optimization

literature (see, e.g., Bassily et al. 2021, Gopi et al. 2022).

1.2. Notations

The dataset is denoted as D = {(¢;,x;)}7,, where ¢; € R? is the cost function and x; € R?
is the feature vector. Let d represent the dimension of both the cost vector ¢ and the decision
vector w. In our algorithm, to keep it concise, we let {(c,z) := fspo4(c,z), which is closed and
convex. The loss function ¢, is derived by smoothing the original loss function ¢. For £ and ¢, we
respectively define the expected risk and empirical risk: £=Epp[l(c,2)], L, =Epp[l,(c,z)] and
L=L3" Ueai), L,=L3" L.(ci,a;). L is the Lipschitz constant for [,,. (e,8) are exclusive
for Differential Privacy. Proj(-) is a projection function that maps a vector onto a certain set.
In regret analysis, £2(f(n)) denotes the lower bound, meaning the regret grows at least as fast as
f(n), while O(f(n)) denotes the upper bound, meaning the regret grows at most as fast as f(n).

Let S be the domain of decision w, which, in our experiments, is taken to be the unit sphere, i.e.,

S={weR":|wl,=1}. B, and Bp represent the absolute upper bound of w and B.

2. Preliminaries for Differential Privacy

Suppose that a data science team is developing a new health app, which aims to provide per-
sonalized health recommendations based on user data. To protect user privacy, they decided to
implement differential privacy. In other words, even after seeing the app’s recommendations for
a specific user, it remains extremely difficult to infer or speculate about the individual’s detailed
personal information. The parameter € in the following definition quantifies the degree of privacy

protection.
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DEFINITION 1. A randomized mechanism M is (e, §)-differentially private if for all datasets D;
and D, differing on at most one element (called neighboring datasets), and for all subsets S of the

output space of M, the following holds:
PM(D,) € S] <e” -PIM(D,) € S| +6

Additionally, it is called e-DP when 6 = 0.

A lower € value indicates stronger privacy guarantees, as it limits the amount of information that
can be inferred about any individual from the data analysis results. Conversely, a higher € value
allows for more accurate analysis but provides less privacy protection. This parameter allows data
scientists and privacy experts to precisely tune the trade-off between data utility and individual
privacy in their applications.

The Exponential mechanism and the Gaussian mechanism are both effective methods used in the
field of differential privacy to ensure that the output of an algorithm doesn’t reveal too much infor-
mation about any individual’s data. The Gaussian mechanism adds noise drawn from a Gaussian
distribution directly to the numeric output, while the exponential mechanism introduces random-
ness through a probabilistic selection based on a utility function rather than adding noise directly

to the output.

2.1. Exponential Mechanism
DEFINITION 2. The Exponential Mechanism M selects an output r with probability:
exp (e -u(D,r))
> erexp(e-u(D,1"))

where u(D,r) is a utility function, Awu is the sensitivity of the utility function u, i.e. for any two

PIM(D) =r]=

neighboring datasets D and D’,Au=max,cx |u(D,r)—u(D’,r)|.
THEOREM 1 (McSherry and Talwar (2007)). M is 2Au - e-differential private.

Throughout this paper, we consider the utility function u as a binary function taking values only
in 0 or 1, thus Au=1. Meanwhile, we adopt a uniform sampling scheme:

e 1

PM(D) ~ Py = e PIM(D) ~ Py = e+ 1

where P;, P, are respectively uniform distribution over disjoint regions.

2.2. Gaussian Mechanism
DEFINITION 3. Given a query function f:D — R* and a dataset D, the Gaussian Mechanism
outputs:
M(D) = f(D) +N(0,0?)
where N (0,0?) is noise drawn from a Gaussian distribution with mean 0 and standard deviation

g.
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From Dwork et al. (2014) we obtain the following statement:

THEOREM 2. Let € € (0,1) be arbitrary. For ¢* > 21n(1.25/6), the Gaussian Mechanism with
parameter o > cAy(f)/¢e is (,0)-differentially private, where Ao(f) =max|,—y,=1 || f(z) — f(y)]]2

2.3. Post-Processing

Suppose M is a (g,9)-DP mechanism. It is evident that any post-processing operation applied
to the output of M, provided it does not introduce new data-dependent information, preserves the
(e, 0)-differential privacy guarantee of the overall process. In other words, f is any data-independent
function, considering the pre-image f~! we have P[f o M(D) € S'| =P[M(D) e S], P[foM(D)e
S| =PM(D’) € S] where S = f~1(S"). Therefore P[f o M(D) € S'] <eP[f o M(D') € S| + 9, i.e.
foMis also (g,d)-DP. The post-processing property is straightforward to understand: if a process
already satisfies a certain level of differential privacy, any subsequent post-processing of its results

will not compromise the existing privacy guarantees.

3. Preliminaries for SPO
Before introducing the SPO framework, let us describe the predict-then-optimize framework.

Namely, predict-then-optimize involves making predictions and optimizing based on those predic-

tions, where the predictions always depend on the current features. Mathematically, this can be

expressed as solving the contextual stochastic optimization problem:

I

11})1612 E.p,[c'w]|x] = glelgl E.wp,[c]x] w,

where c is the predicted vector based on current feature x, w is the decision vector based on the
prediction ¢, D, is the conditional distribution of ¢ given x. So, how can we make the predict-then-
optimize framework “smart”?

Traditional loss functions typically focus on the deviation of prediction, for example, mean
squared error and hinge loss. However, the actual “loss” remains constant as long as the decision

w is the same despite the prediction ¢ may be different as shown in Figure 1.

3.1. Smart Predict-then-Optimize
Following Elmachtoub and Grigas (2022), first we define the nominal (downstream) optimization

problem, which is of the form
P(c):  z*(c):=minc'w
s.t. wes,

where w € R? are the decision variables, ¢ € R? is the problem data describing the linear objective
function, and S C R? is a nonempty, compact (i.e., closed and bounded), and convex set representing

the feasible region.
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Figure 1  This image visually illustrates the difference between the SPO loss function and traditional loss

functions, such as Mean Squared Error (MSE) shown in the diagram: £ s (Cirue, Cpredict) = ||Ctrue — Cpredict ||2-

DEFINITION 4 (ELMACHTOUB AND GRIGAS (2022)). Given a cost vector prediction ¢ and a

realized cost vector ¢, the SPO loss £5po(é,c) is defined as

srole,0)i= max {c"w}—=(c)

To begin the derivation of the SPO+ loss, we first observe that for any oo € R, the SPO loss can

be written as

lspo(é,¢)= max {c'w—atw}+az"(e)—2"(c), (1)

since z*(¢) = ¢"w for all w € W*(¢é). Clearly, replacing the constraint w € W*(é) with w € S in (1)
results in an upper bound. Since this is true for all values of «, then

lspo(é,c) <inf {magi{cTw —attw} +az (é)} —2z*(c). (2)

a we

Setting oo = 2, we obtain the SPO+ loss as follows:
DEFINITION 5 (ELMACHTOUB AND GRIGAS (2022)). Given a cost vector prediction ¢ and a

realized cost vector ¢, the SPO+ loss is defined as
lspoy(C,c) = mg;c{cTw —2¢Tw} +2¢"w*(c) — 2*(c).

Noticing z*(¢) < ¢Tw*(c), we know that spo < lspo, directly, which will be restate in Section
6 “From SPO+ to SPO”.
Throughout the paper, we mainly focus on SPO+ loss since it is convex and thus can be written as

a conjugate of another function, i.e. there exists a function g such that f(x) = g*(x) = sup,{(z,c) —
9(y)}-
lspoy(c,é) = max {c"w —2¢"w} +2¢"w* (c) — 2*(c)
_ T, ., o;T AT, * %
—Illggc{c w—2¢"w + 2¢"w* (c) — 2*(c) }
= mae ({20 20" (0),8) — (-~ +0(0), )

To clarify, we restate the definition of DP through the lens of SPO:
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DEFINITION 6. A randomized algorithm A is (e,0)-DP if V neighboring datasets D; =
{(c1,21)5 ey (Ciy i)y ooy (Cry ) }, Do = {(c1,21), ..., (¢l 2h) 5 oy (Coy )} and ¥V w € S, the following
holds:

P[A(D;) =w] <e®-P[A(D;) = w] + 0.

3.2. Smoothing

Given that the SPO+ loss function is non-smooth, we apply smoothing techniques to approximate
its gradient for faster optimization rates. Let us first define smoothness formally.

DEFINITION 7. A function f:R™ — R™ is said to be Lipschitz continuous if there exists a

constant K >0 such that for all x,y € R",

1f(x) = FI < Kllx =y,

DEFINITION 8. A function f:R™ — R is called S-smooth if it is differentiable and its gradient

is Lipschitz continuous with constant 8 > 0. This means that for all x,y € R™,

Vi) = Vi) <Blx =yl
Note that, if further, the domain is bounded, then || f(x) — f(y)|| is also bounded by ||x —y]||.

LEMMA 1. If f:R" = R is B-smooth and the domain is bounded, then f is also Lipschitz con-

tinuous.

We use the smoothing technique introduced in Chen (2020):
Suppose f = g*, namely,

f(x) = sup{(z,x) —g(2)}.
We can build a smooth approximation of f by adding a strongly convex component to its dual,

namely,

Ju(x) =sup{(z,x) —g(z) — pd(2)} = (9 + pd)" (x),
for some 1-strongly convex and continuous function d(-) > 0. We have the following two proper-
ties:
1. g+ pud is p-strongly convex = f,, is i—smooth
2. fu(z) < f(x) < fu(z)+ pD with D :=sup, d(zx)
More specifically, for the SPO+ loss function, the smoothed function with respect to the predic-
tion variable ¢ is given by

£ (e8) = max { (2w 207 (6),8) — (~w +w (), ¢) — w3}

weS
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4. The Exponential Descent Method
We develop a novel exponential mechanism for optimizing the SPO loss, called exponential

descent. This mechanism is inspired by Gopi et al. (2022).

e£

et+1

A with probability

1

with probability prn

v — VL

Figure 2  The descent direction in Algorithm 1.

Recall the SPO+ Loss Function:

lspos(c,é) = max {c"w —2¢"w} +2¢"w* (c) — 2*(c)
we

where ¢ = B:c, B= (Bl, - Ed)T is unknown, d is the dimension of ¢, Biisa p-dimension vector.
Tw = Z?Zl(J:TBj)wj = Z‘;:l S (#:B?)w;, we can consider B as an pd-dimension vector. We
define B := vec(B) as the vector obtained by vectorizing matrix B.

Our concern lies in the potential for inferring the original data pair (¢,z) given knowledge
of the decision w. Consequently, we conduct an analysis of the algorithm’s differential privacy

characteristics with respect to the decision variable w.
LEMMA 2. For each iteration, ED is e-Differential Private.

The post-processing property of differential privacy ensures that our algorithm maintains e-
differential privacy when only the final decision w is disclosed, as each step of the algorithm inde-
pendently satisfies e-differential privacy. However, a more complex scenario arises when considering
the potential disclosure of decisions w generated at each intermediate step of the algorithm.

To address this scenario, we now turn our attention to defining the composition of differential pri-
vacy, which will allow us to analyze the cumulative privacy guarantees when multiple outputs from
the privacy-preserving process are revealed. Further details and concepts related to composition

can be found in the appendix. By Corollary 8.3.3 in Duchi (2024) we know that:



Qin and Wang: Privacy-Enhanced Methods for the Predict-then-Optimize Framework 9

Algorithm 1: Exponential Descent (ED)
Input: Dataset D = {(z;,¢;)}7, € X" x C"; an upcoming feature vector X,

Set initial point B; = 0;

fort=1tT—-1do
Draw a descending direction;

GV L, (B D) Uniform({||v]js =1: (v, VL,(By; D)) > 0}) w.p. eai1
ARG Uniform({[|v]|; =1: (v, VL,(B;; D)) <0}) w.p. =5

~

~

Update the parameter;

Byy1 + B, —n||VL,.(By; D). G,

end

Set final parameter:

N

T
1
B + Proj ( > Bt>
t=1

Output: ¢ = Bx,; and w* (&)

LEMMA 3. Assume that each channel is e-differentially private. Then the composition of k such

channels is ke-differentially private. Additionally, the composition of k such channels is

3k , / 1
(25 + 6klog5-5,6)

differentially private for all § > 0.

T 0. T
Let each iteration satisfies ¢y = VAL 533% V2108 3 -Differential Privacy, then we have:

THEOREM 3. For any number of iterations T > 1, Algorithm ED is (¢,6)-DP.

Next, we analyze the regret of the algorithm. Following the approach in Chen and Chua (2023),
we can decompose R(P) = Egp pp [£(B)] — L(B*) into three parts: Egp pp |L(B, D) — L(B,D)| +
Egp p~p [ﬁ(B) —EA(B*)} + [ﬁ(B*) —E(B*)] , then derive upper bound bound for each of them.

Through this process, we find that R(P) is of the form an+ b% < 2v/ab where 7 is the step size.

THEOREM 4 (Upper Bound). Take

ec—1Bf
_ e€+41 4T 2
N L2(14T) 2 | B2 T=n’
L2(A+T) ef—1/L= 2w
\/ n + e“—'+1( 4 + 4 )

then

R(P)=0 1+<65_11>

n es—i—lﬁ
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where R(P) :=Egp pp [L(B) — L(B*)] is the regret of Algorithm GP under distribution P.

In terms of the lower bound, from Bassily et al. (2019) we know that the lower bound of (1/+/n)
for the excess loss of non-private stochastic convex optimization (SCO) can be applied for private
SCO. Further we show in the proof of Theorem 6.3 that R(P) has a lower bound of the form
QL)

eE+1ln

THEOREM 5 (Lower Bound). Let n € N and 6 > 0. There exists a dataset D = {(¢;,x;)},

with probability at least % such that:

1 ef—11
R(P)_Q<\/ﬁ+e€+1n>’

5. The Gaussian Descent Method

Algorithm 2: Gaussian Descent (GD)
Input: Dataset D = {(z;,¢;)}", € X" X C"; an upcoming feature vector x,,

Set initial point B; =0;

fort=1t0T—-1do
Draw a descending direction with Gaussian noise;

Gy ~VL,(By;D)+N(0,0%1,)

8L2T1In(1/s
where o2 = 8L TIn(1/9).
n<e

Update the parameter;

Bt+1 <— Bt — nGt
end
Set final parameter:
T
1
B+ Proj | = B
— Troj (T ; t>

Output: é= Bx,; and w*(¢)

Now we turn to another famous mechanism from the differential privacy literature: the Gaussian
mechanism. We call our corresponding algorithm the Gaussian descent method. Considering that

the Gaussian mechanism satisfies (e, d)-differential privacy, we have:

THEOREM 6. For any number of iterations T > 1, Algorithm GD is (¢,6)-DP.
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In fact, due to the nature of differential privacy being independent of the loss function, we can
directly see the above theorem from Theorem 3 in Chen and Chua (2023), as the two theorems are

essentially identical. Similarly, we can derive similar results compared to those of the ED method:
THEOREM 7 (Upper Bound). Take

IBg?
2T T 2

77: L2 do2 B2 L2(1+T)’ ns
VE e+

n

then

Vn ne

THEOREM 8 (Lower Bound). Let n € N and 6 > 0. There exists a dataset D = {(c;,x;) Y,

R(P)= 0 (1 4 veindd/o) dln(l/é)) .

with probability at least % such that:

1 \/dIn(1/6)
- + ~ @~ 7 .
Vn ne
6. From SPO-+ to SPO

In this section, we will extend the convergence results for the SPO+ loss to the SPO loss. From

Proposition 3 in Elmachtoub and Grigas (2022) we have:
LEMMA 4. For every pair (c,¢), spos(c,¢) > Lspo(c,¢).

Next, we present that in terms of mathematical expectation, the SPO loss and the SPO+ loss

take the same value at Ec|x].

LEMMA 5. When ¢ < 2E [c|z] almost surely, we have
E.... [max{c"w - 2E[cla]" w}] =E, [max{E[c|s]" w - 2K [c}z]" w}]
=E, [rgeag({—IE [c\x]Tw}] .
THEOREM 9. If W*(E|[c|z]) is a singleton a.s. and 2E[c|x] > ¢ >0 a.s. then
Ecollspor (¢ =E[c|z], c)] =Ecq[lspo(é=E[c|z], o).

Why do we care about the relationship between the two losses at E[c|z]? This is because from
the proof of Theorem 1 in Elmachtoub and Grigas (2022), we observe that E [¢|z] minimizes both
the SPO and SPO+ risk, if the following four conditions hold:

1. Almost surely, W*(E[c|z]) is a singleton, i.e., P, (|IW*(E[c|z])|=1)=1.

2. For all x € X, the distribution of c|z is centrally symmetric about its mean E[c|z].
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3. For all z € X, the distribution of ¢|z is continuous on all of R
4. The interior of the feasible region S is nonempty.
Therefore, we have the following corollary given the assumptions stated above and the conditions

of Theorem 9 (namely, 2E[c|z] > ¢ > 0):
COROLLARY 1. Ec,w 65p0+(f>’x) — ggpo_i_(E [C|$])} > Ec@. [gspo(_éflf) — gspo(E [C‘.’L’])] .

As a special case, when there exists a matrix B* such that E [c|z] = B*z and 2E[c|z] > ¢ >0, we

can infer convergence in the SPO framework from convergence in the SPO+ framework:

]Ec,w [ESPO (Bx) - KSPO(B*x)}
~E,, [eSPO(Bm) —Aspo(E [c|x])}

<Ec.. [fspo+(3$) —Llspo+(E [0137])}
=0 (\/E—F h(e,é)i) ,

where h(e,8) = &=L for the Exponential Mechanism and h(e,d) = \/dIn(1/6) for the Gaussian

ef+1

Mechanism.

7. Numerical Experiments
To validate the effectiveness of the proposed algorithms and embody the impact of the (e,0)

parameters on convergence, we conducted several experiments as follows. We simply assume that
100

the real dataset satisfies ¢ = Bz, where B=1=[010| € R33, ¢,2 € R3. For each sample size
001

n, the number of iterations is set to n?, as stated in the previous theorem. Additionally, for each
n, we randomly generate n values of x, and then obtain n corresponding values of c. First, we
consider the comparison of SPO loss convergence between two algorithms (exponential mechanism
and Gaussian mechanism) and the non-private case under the setting (e,d) = (10,0.4) in Figure 3.

Recall the definition of Differential Privacy: P[M(D;) € S] < e - P[M(D;) € S|+ 4. For different
parameter pairs (€,d), based on the definition of DP, we can infer that the convergence rate
decreases as ¢ increases. For §, which means with probability of 1 —§ achieving DP, we can deduce
that as J increases, the DP guarantee becomes weaker, while the convergence improves. We show
the SPO loss of the Exponential mechanism and Gaussian mechanism with different sample sizes
and parameter pairs (€,d). We show the convergence of exponential mechanism and Gaussian

mechanism with different sample sizes and parameter pairs (g,9).
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£€=10,6=04

0.00200
Non-Private

0.00175 1 —— Exponential Mechanism
Gaussian Mechanism

0.00150 A
0.00125 ~

0.00100 A

SPO Loss

0.00075 +

0.00050 ~

0.00025 +

0.00000 A

0 200 400 600 800 1000
Sample Number (n)
Figure 3  The figure shows the SPO loss curves as a function of the sample number n for three cases:
non-private, exponential mechanism and Gaussian mechanism. Due to inherent randomness, we repeated each
experiment 5 times for each n. The solid lines represent the mean values, while the shaded regions reflect the

variance across the 5 repetitions.

Exponential Mechanism Gaussian Mechanism - -
Gaussian Mechanism

epsilon  Mean Variance Mean Variance delta Mean Variance
0.1 0.0102 3.39e-05 0.0106 4.9e-05 01 0000281 1.970-08
1 6.85e-05 1.41e-09 0.00222  1.73e-06

0.25 0.000116 6.24e-09
5 1.99e-05 1.12e-10 0.000233  4.77e-08 04 0.000171 4.950-09
10 2.19e-05 4.5e-10 0.000148  3.92e-09 i i e

Table 1 Comparison of the Exponential and Gaussian Mechanisms for n = 500. The table on the left shows the
mean and variance for both mechanisms under different values of ¢, illustrating their approximate convergence
behavior. The table on the right shows the mean and variance of the Gaussian mechanism under different values

of §, where smaller variances indicate tighter convergence to the expected output.

8. Conclusion

In this paper, we have proposed two first-order methods for smart predict-then-optimize with
privacy guarantees. We have derived minimax optimal rates for the methods, by analyzing the
convergence rates of the respective optimization algorithms and providing hard instances with
matching complexity lower bounds. Our numerical experiments further validated the efficacy of
our proposed methods. Future directions include studying algorithms with stronger guarantees for
the SPO loss (we have primarily focused on the SPO+ loss), developing optimization algorithms
for the multi-stage SPO/SPO+ loss, and ensuring data privacy via SPO in real-world applications.
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A. Proof of Lemma 2
Proof of Lemma 2

lspos(c,¢) = max {c"w—2¢"w} +2¢"w*(c) — 2*(c)
we
— T, oAl AT, k(N
frilgg({c w—2¢"w+2¢"w* (c) — 2*(c) }
:magc{(—2w+2w*(c),é)—(—w—i—w*(c),c)}
we

l(c,e)= max{(—?w +2w*(c),¢) — (—w+w*(c),c) — ;,LLH’ZUHQ} = I;lgg{f(w,c, ¢)

weSsS

0 1
—f:—26+c—/mu20 —= w=—(-2¢+c)
ow I

The projection of w onto the set S, w, is continuous and unique with respect to w when §'is convex.
What’s more, w is unique with respect to ¢, ¢ is unique with respect to the descent direction G,.
Let w;, w; and Gy, G}, respectively be decision made in [, and randomized descent direction trained
on neighboring dataset D,D’in t th iteration.

Pw,=W) P(G,=2) s 1 .
= / = e
Plwi=W) P(Gi=z2)  e+1"e+1

IN

B. The Composition of DP Mechanisms

The following definitions are from Section 3 in Dwork et al. 2010. Let M be a family of database
access mechanisms. (For example M could be the set of all e-differentially private mechanisms.)
For a probabilistic adversary A, we consider two experiments, Experiment 0 and Experiment 1,
defined as follows.

DEFINITION 9 (K-FOLD COMPOSITION EXPERIMENT B FOR MECHANISM FAMILY M AND ADVERSARY A).
Fori=1,...,k:

1. A outputs two adjacent databases 2 and x}, a mechanism M; € M, and parameters w;.

2. A receives y; — M, (w;, z;p).

We allow the adversary A above to be stateful throughout the experiment, and thus it may
choose the databases, mechanisms, and the parameters adaptively depending on the outputs of
previous mechanisms.

DEFINITION 10 (MAX-DIVERGENCE AND APPROXIMATE MAX-DIVERGENCE). For probability
distributions P and @ defined over a set €2, we define:

1. The max-divergence D (P||Q) as:

P(S5)
Q(S)

D (P||Q)= Scag}zdn
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2. The §-approximate max-divergence D°_(P||Q) as:
P(S)—9¢
max In————
SCQ:P(S))6 Q(9)
DEFINITION 11. We say that the family M of database access mechanisms satisfies e-differential

D2 (PllQ) =

privacy under k-fold adaptive composition if for every adversary A, we have D, (V°||[V?!) < & where
V? denotes the view of A in k-fold Composition Experiment b above.
(g,6)-differential privacy under k-fold adaptive composition instead requires that D° (V°||V!) <

E.

C. Proof of Theorem 4

First, we describe the function g;(-) in Algorithm 1 in a different way:

DEFINITION 12.
M;=R(0,,...,04_1,%), where R(f) is a rotation matrix in R?.

M, satisfies a certain distribution such that:

Mo~ Un?form(u: (u,v) >0) w.p.ef?,
Uniform (u: (u,v) <0) w.p. =7,
where v € R

Therefore, we have that M,v = g,(v).

LEMMA 6. In our algorithms, when n <4<+, we have

ef—1

n—1

E.‘]t SHBt_B;”T

n 2

(B0 oV D)) - (B 0" a(VEE D)

n
where D%, D' are datasets with n — 1 data points by removing k-th data point from D and D'.

Proof of Lemma 6 Due to the convexity and i—smoothness7 we have the co-coercivity of gradi-

ent:

(VL(Bi; D) = VL(B;D' ™), B, = By) > u| VL(Bi; D) = VL(B; D' V)5,

n-1 ., =1 AP
B | (Bt ewaD ) ) - (B - La(vLwmsD ) )
2
(B~ By -yt ] (vﬁ(B-D*k)—vﬁ(B'-D’*k)) 2
= t t n m ee—l—l ty t) )
1o n—1le —1 PN —k 5t ik
=1B: = Bl = 1= — o7 (Be = B, VL(B D) = VL(B; D))
+(p et 2HVﬁ(B'D*’“)—Vﬁ(B"D’*’“)HQ
"on et " v 2

2n e +1 n e +1
e +1
ec—1

n—1le—1\" n—1le —1 A _ A _
<|B. - Bi|l5 + ((77 > — )HVE(Bt;D ") - VL(B; DM

<[|B, = BJJ} when <4ty
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0

LEMMA 7 (Bousquet and Elisseeff (2002)). For any symmetric learning algorithm A, we
have ¥V neighboring datasets D, D’:

Epen [L(A(D)) = LIA(D))] = Ep.pn o [((A(D), d}) — L(A(D"), )], (3)

where d; is the data point in D" which differs from D.

LEMMA 8 (Lemma 14.1 in Shalev-Shwartz and Ben-David (2014)). Let vi,...,vp be
an arbitrary sequence of vectors. Any algorithm with an initialization w") =0 and an update rule

of the form

satisfies

With these necessary definitions and lemmas in place, we can now proceed to prove the upper
bound of the algorithm.

Proof of Theorem 4 We analyze the algorithm’s performance without projection, which gives
a looser upper bound. We follow uniform stability and shrinking ERM framework to complete our

proof. The regret can be decomposed into two parts,
R(P) =Egp.ps |L(B,D) — £(B, D)} +Esppos [E(B) - ﬁ(B*)} ,

where the expectation E[-] means taking expectation over algorithm’s randomness, i.e., sampling
noise vectors {g;}7_,, B* is the optimal solution. We also omit E [ﬁ(B*) —E(B*)}since it has
nothing to do with the algorithm.

We use B, and B; to represent vectors in ¢-th iteration trained on neighboring datasets D and D',
respectively. Their different data point is indexed by k, and let D=%,D'~* denote datasets with
n — 1 data points by removing k-th data point. So D~* and D’~* are identical. We first conjecture

that, with n < 42?_“}/%

2Lt
Epp||B:— Blls < ==L, vt=1,...,T.
n

We prove this conjecture by induction. When ¢ = 1, by the setting of initial points, obviously it
is true. Then suppose it is true for ¢-th iteration, it remains to check (¢ + 1)-th iteration. g,(z) :=

||z||2G¢(x). By the update rule,

1Bevi=Biasllo = | (Be = nlIVL£u(Bi D) g VE,(BsD)) ) = (B) = VLB D)l gu(VE, (B D))

2
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n—1

gt<vﬁu<Bz;D'k>>)

n n

n—1 5 ,
< H (Bt y gt<vcu<Bt;D’“>>> _ (Bt y

2

+ L 9/(V0u(Bis s 1)) = V0 (B i i),
Then, the first term can be upper bounded by Lemma 6:

n—1

Egt §\|Bt—B£||27

2

(Bt —n= 1gt(v£u(3t;D_k))> - (Bé —7

n

gtwﬁ#(Bz;D'-k‘)))

n
and the second term can be upper bounded by Lipschitz continuity arguments, i.e.,

U] f n b 2Ln
o 19: (V€. (By; r, ) — VEL( B, ¢)) |, < o N9:[[ IV (Bri; 2hy cx) — VEL(Bps ¢ ) || < ——

n .

Consequently,

2Ln _ 2Ln(t+1)
Eg, || Beri = B, < 1B = Bill, + n = ‘

n

Therefore, our conjecture is correct. With this conjecture, we are able to establish uniform stability:

1 « Ln(1+T
E[(B,c) — (B ,0)|| <E [L'TZHBt—BéHﬁMD <IED LD, Ve
t=1 n
where D =sup,,cs 3[w|l2 = B2.
Hence, by Lemma 7, we have
A L*n(1+T
E[£(B)-£(B)| < "(nﬂ 4 uD.
It remains to control the second term. Let us fix a dataset D.
T
A A * A 1 *
E [ﬁ(B)—ﬁ(B )} <E|Z, (TZBt> — £,(B*)| +uD
t=1
@ 1 T,
<7E ;(LM(BQ—LM(B*)) +uD
® 1 a .
<+ E ;<Bt—B ,VL,.(B))| +puD
1 es+1 a
©
— B, — B* B D
AP t2_;< o= B g/(VLL(B))) | +p
@ 1e+1 1B ne vz 2
< : ! D
= 9Tes 1 2 +2; VEu|,| T4
() € *|2 2
Qletl B nlty

_268—1( 2Tn 2 )

(a), (b) follow directly from the convexity of £.
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(c) follows the state of M, in Definition 12, which is independent of B; and the gradient Vﬁu,

ie. G, = MtVEAM (B;). Therefore, we can derive the following formula:

E|(B, - B*,gt(Vﬁu(Bt)»] —F :(Bt _ B, MtVﬁM(Bt»]
—E [E[(B,— B* MV L,(B))|B, - B VE,(B)]]
) :(Bt _B')'E [Mt\Bt _ B vﬁM(Bt)} vﬁM(Bt)}

—E |(B,~ B")"E[M,)VL,(B,)]
1 e . N 1 1 . .

frd §ea+1E [<Bt_B avﬁﬂ(Bt)>i| +§€6+1E |:<Bt_B 7_V£[L(Bt)>:|
lef—1 . .

= 5 E[(Bi- B VL(B)].

(d) follows Lemma 8 directly.
So,

~

R(P) =Epp ps [L(B, D) £(B, D)} Y Epppos [ﬁ(B) —£(BY)

L2(1+T)n e =1 [|B3 nL* n
< —D).
- n +ea—|—1( 4Tn + 4 +2 )

And furthermore, since we have already defined that ||B||, < Bg, D = iB2, we therefore choose

=1B2,
the step size to be

ef—1 BQB
e€+1 AT
= T=n?

n
)
L2(14T e_ 2 B2
NCOEeC S

n

then

ee—1B% (L2(14+n2) e —1 (L B
R(P) <2 2 il w
(P) < \/ea+14n2< n +65—i—1 4+ 4

1 c—11
:(’)< ~ 42 )
n e+1n

D. Proof of Theorem 5
Proof of Theorem 5 First, define the domain of B as {B € R™™: B;; > 0}.

Consider ¢¥) = BWz) where BY has value 1 only at position (j,1) and 0 elsewhere, and @) =
(1,...,1)T for 1 < j <d. For example: when m =d =2, B = ((1] 8), B® = <(1) 8) Thus, for any
i# s || =Dl =2.
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[Part I] Transformation of Lspo.
Lspos =Ep_pn[L(B)]. Assuming P" is a uniform discrete distribution, i.e., P((c,z) = (¢, x;)) = i

, for 1 <7 <n, we have:

1 n
ESPO+ = ﬁ Z »CSPO+(Ci7 1‘1)

i=1
which is the Empirical Risk Minimization (ERM). We consider the domain of the decision function
w to be S={w>-1} ={Iw>-1}.

From Proposition 7 in Elmachtoub and Grigas (2022) we can transform the original problem into:

m1n£5p0+ =min — Z [17(2Bz; — ¢;) 4+ 2(w*(¢;)zT) - B — 2*(¢;)] (%)

B,P M
In (*), consider ;= -+ ==, =17 and {B,}7_; C {BY}™,, ¢; = Byx;, 1 <i < n. Taking w*(c;) =
—¢;, it is easy to see that £ 37 B; is an optimal solution.
[Part II] Proof by contradiction (inspired by the proof of Lemma V.1 in Bassily
et al. (2014))
Construst D) containing n copies of {B(J)a:(” W} 1<j<d. Let n* = 1006“r17 let ¢; = B W),
;= B;‘ac ), where Bj is the result of the algorithm applied to DU, B;‘ is the optimal solution
based on DY),
(1) When n=n*, assume for all 1 <j <d, P(||¢; —c}|[1 <1)>3
Le. M(ci):={¢:|l¢; — il <1}, P(¢; e M(ch)) > 5.
Since the algorithm satisfies e-differential privacy, we can obtain:
se " < P(é € M(c)), where M(c}) is disjoint with respect to j.
Summing over j, d- e < > PlereM(cp)) < 1.
When p is large enough, n must also be very large. In this case, n < n* leads to a contradiction.
Therefore, 35 s.t. ||¢; — ¢;]]; > 1 with probability at least ;
(2) When n > n*,

Construct DY) containing n copies of (BWz¥, 2()) and [25™| copies of (z(),2()) and |25 |

copies of (—x), 2(9)). Note that ¢j, ¢; are still obtained from D), D constructed according to
the algorithm in (1).

Define a new algorithm A :

Input DY, Add | 2~ n” | copies of (), z@) and |5 n” | copies of (—z), z() to D@, yielding DY).
Output % (A(DY) — ), where

{I, n—n* odd
o=

0, n—n*even
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It’s easy to find that A satisfies e-differential privacy. Assume that for all V 1 < j < d,
P(||A(DD)zD) —& |y <n*) > 3.
:>P(HA(D(J))JU(J)—CH1<1) >1

3-
ef—1
ef+1

= From (1) we can derive a contradiction. Therefore ||c; — c}|[; > n* = Q(%=) w.p. at least §

ef—1 l)
eE+1n’/"

In conclusion, 35 s.t. [|&; —¢j[[1 > 2=
[Part III] From solution to loss
1 n R R
Lspot = — Z {1T(2Bxi —c;)+2(w*(c;)x])- B — z*(ci)] (4)
n

i=1

Lspos (&) = Lspos (¢) = % S [217 (B - B+ 2w (e)x!) - (B - BY)
=23 [arwien @ - o)

n-
1=1

Bec [Caro-(0) ~ Laror ) =0 (S 1) 9

In addition, we know from Bassily et al. (2019) that the lower bound of stochastic convex opti-

mization is Q( —), thus we have that

1 ef—1 1
Egc [Lspo+(€) — Lspos(c")] =Q (\/ﬁ + e+1 n)

E. Proof of Theorem 7

Proof of Theorem 7 Still, we consider the risk decomposing into two parts,
R(P) = Egp,per |£(B, D) ~ £(B,D)| +Exp o [£(B) — £(B")]

For the first part, we still have HBt+1 - B, ”2 < W because only the process of mathematical

induction is related to the type of noise (Exponential or Gaussian), and this process can be rewritten

‘ 2

(507 )

|Biss = Blylla = || (B~ n(VE(Bi D)) +20) — (Bi—=n(VE(BE D)) + =)
< H (Bt " Avisao)) - (Bi-

e L\Ve(Bs ans ) = VUB )],

2

where z; ~ N (0,021;). Also, with Lemma 3.6 in Hardt et al. (2016) we know that

|(B.-n"veman ) - (8" oo ™)

<|B: - Bl

2
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And

/ / / 2L
%\\W(Bt;xk,ck) — V(B z, ¢ < 777

2
Therefore we have HBt+1 - By, HQ < w, thus the first part is also bounded with %HT) +uD.

For the second part, we have

T
. . 1 ;
E[£(B) - £(B")| < - |> (B~ B VL.(B)) | +uD
Li=1
1 T
:TE Z<Bt_B*7v£u(Bt)+zt> +IU"D
L t=1
LB 0y
<TE| + I |[FLuBo| + el | + D,
L t=1
1 _[I1B1 n=fos a2 7 = 2
<7E['% +2;HV£#(BJ +ﬁgE[Hth2}+ND»
|B*||*  nL®  ndo* 7
< ’p
oty T2 TTa Tty
where D = 1B2. Naturally, we take
IBpl?
2T T:TL2

n= 7
L2 | do?2 | 1p2 | L2(+T7)
\/7 +5 t3Bu+

n

then

(1 Jdn(i/5)
-0 4 BT

F. Proof of Theorem 8
The proof follows identically as the proof of Theorem 5 except by setting n* = 100070

€

G. Omitted Proofs in Section 6

Proof of Lemma 5 Since ¢ —2E[c|z] <0 a.s., we have

E.. [rggg{cTw — 2K [c]2]" w}} =E.. [(c — 2K [¢]2])" glelgl w}

=E. [max(-Elca]" v}
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Proof of Theorem 9
Left side=E,, [%{CTU; - 2E[c|x]Tw}} +E... [2E[c|2)"w*(c)] — Ec.. [2*(c)]
We begin by analyzing the first term:
E.... [max{c"w — 2E[cla]"w}] = E. [max {E[e|s]"w — 2Efefe]"w}] = . [~Elcla)w* (Elcla])]
The first equality holds because of Lemma 5. Next, we move on to the second term:
Ec. [2E[clz]"w?(c)] = E, [2E[c|a]"E[w" (c)|2]] < E. [2E[c|2]"w" (E[c|z])],
the inequality holds because

Efuw*(c)[z] = / (arg mincTw> p(cla)de < arg min ( / ch(c]:U)dc> w = w* (Efel])

weS weS

This completes the evaluation of the left side. Now, turning to the right side:

Right side=E. , [ max cTw] —E[2*(c)] =E.. [¢"w* (E[c|])] —E[2*(c)]

weW*(Elc|z])

With both sides clearly defined, we observe that the left side is less than or equal to the right side.
Moreover, from Lemma 4, we know that the left side is also greater than or equal to the right side.
Therefore, we conclude that equality holds.
O
Proof of Corollary 1 Espo+(3) > ESPO(B), E..[lspo+Elc|z]] = E. . [lspoE[c|x]]. Therefore we
have the inequality.
O



